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Internal and external environmental factors and modern-day economic,
social and educational trends have led to the necessity for universities to adopt
new approaches and policies towards the implementation of their statutory goals
and functions. The mentioned factors have entailed the need of integrating risk
management into the strategic, operational, and academic processes of
universities, thus managing the probable impact of possible external and internal
risks on performance effectiveness, on preserving their competitiveness and
gaining competitive advantage. With the overall aim of effectively integrating risk
management into the corresponding functional processes, a set of policies,
procedures, and structures should be developed and assimilate into the risk
management framework in order to ensure a systematic approach towards risk
management.

Conditioned by the unpredictable and highly changeable political,
economic, social, and legal environments, risk management has become even
more important for educational institutions from the perspective of increasing
efficiency, sustaining competitiveness, and securing competitive advantage. Risk
management, therefore, should be integrated into the processes of strategic
management and should be viewed as an integral precondition of effective
strategic management. To secure the effective implementation of statutory goals
and functions, as well as to ensure the competitiveness and possibilities of
gaining competitive advantages, universities are conditioned to develop and
implement proper strategies, policies, and procedures aiming to provide effective
management of risks encountered during their operations.

The overarching objective of this article is to define risk management at
universities and to describe the concept of the functionality of university risk
management framework as a precondition of effective strategic management.
The conceptual propositions are based on the comprehensive desk review of the
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targeted bets practice from the benchmarked universities in Australia, Canada,
and the USA.

The concept of risk management can be defined as a coordinated and
universal method that is designed to identify, coordinate and respond to the risk
factors that can hinder the achievement of the main goals and objectives of the
organization (PMI 2013). Risk management can be characterized as a process
structured to mitigate or eliminate risks connected with special events or reduce
their impact on certain kinds of activities and operations of the organization. It is
defined as a process that intends to assist institutions to understand, assess and
develop relevant action plans related to all the risks, thus increasing the
possibility of success and decreasing the probability of failure (Institute of Risk
Management 2002). Risk management can be viewed as a process, the goal of
which is an effective balance between recognizing opportunities and reducing
vulnerabilities and losses. It is an integral component of management practice
and a vital constituent of effective corporate governance (European Network and
Information Security Agency 2006: 1).

Based on the presented definitions it is possible to suggest a
comprehensive definition of the concept. Risk management is a planned and
structured set of processes that intends to contribute to the proper decision-
making processes and procedures to identify, classify, quantify, evaluate, mitigate
and eliminate risks. Risk management is an ongoing process that should be
implemented at all levels and integrated into all functions and activities of the
university in order to prevent any precarious condition, a probabilistic event or
potential source of an undesirable event or effect with the potential for damage,
failure or undesirable outcome. Risks are typical to all kinds of human activities.
With the development of human society the concept of risk has also evolved
receiving diverse emphases at different times. The concept has been discussed
from various perspectives, which unveils the reason of abundance and diversity
of its definitions in the professional literature.

Table 1. Definitions of risks.

Sources in Definitions
Chronological

Sequence

Lowrance (1976) Risk is a measure of the probability and severity of
adverse effects.

Kaplan and Garrick Risk is defined as a set of scenarios, each of which
(1981), Kaplan (1991) | has a probability and a consequence.
Chapman and Risk can be seen as the possibility of economic or
Cooper (1983) financial losses or gains, as a consequence of the
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uncertainty associated with pursuing a course of
action.

BBA et al. (1999)

The concept of risk comprises positive and negative
consequences of an event, which may affect the
achievements of strategic, operational, and financial
objectives of a company.

Cabinet Office (2002)

Risk refers to the uncertainty of outcome, of actions,
and events.

Institute of Risk
Management (2002)

Risk is the combination of the probability of an event
and its consequence. Consequences can range from
positive to negative impact.

Rosa (2003 in
Habegger 2008)

Risk is a situation or an event where something of
human value is at stake and where the outcome is
uncertain.

Orange Book from
HM Treasury (2004)

Uncertainty of outcome, within a range of exposure,
arising from a combination of the impact and the
probability of potential events.

Campbell (2005)

Risk equals the expected disutility.

Renn (2005)

Risk is an uncertain consequence of an event or an
activity with respect to something that humans value.

Helsloot, Jong (2006:
143)

Risk is probability times effect.

Aven (2007)

Risk is equal to the two-dimensional combination of
events/ consequences and associated uncertainties

(will the events occur and what will be the
consequences).
Costard (2008) Risk is the likelihood of occurrence and the

magnitude of consequences of a specified hazard
being realized.

ISO Guide 73
ISO 31000 (2009)

Effect of uncertainty on objectives. An effect may be
positive, negative, or a deviation from the expected.
Also, the risk is often described by an event, a
change in circumstances, or a consequence.

National Association
of College and
University Business
Officers (2009)

Risk is any issue that impacts an organization’s
ability to meet its objectives.

Emblemsvag (2010:
253)

Risks arise due to decisions made, while uncertainty
is due to lacking information.
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MSISO 31000 (2010) | Risk is the effect of uncertainty on objectives and it
aids decision-making by taking account of
uncertainty and its effect on achieving objectives and
assessing the need for any action.

Tuncel, Alpan (2010) | Risk can be defined as an uncertain event or set of
circumstances that, should it occur, will affect the
achievement of one or more objectives.

Bakr et al. (2012) Risk means that uncertainty can be expressed
through probability.
Ennouri (2013) Risk is a probabilistic event that can exist and affect

the activity of an organization positively (opportunity)
or negatively (hazards).

IRGC (2017: 14) Risk is hence a composition of the potential to cause
harm by the risk agent, the possibilities of being
exposed to this agent and the vulnerability of the
risk-absorbing system (amount of stress that the
system can tolerate). Furthermore, risk expresses
the relative likelihood that such harm is experienced.
Project Management | A risk is an uncertain event or condition that, if it
Institute (2017) occurs, has a positive or a negative effect on (a
project's) objectives.

Summarizing the mentioned definitions it is possible to suggest an overall
definition of risk, characterizing it as a possible loss or opportunities that can
impact the capability of an institution of implementing its statutory goals and
functions. Differentiated from other institutions operating in the economy and
society and aiming to satisfy the educational need of people with social and
economic development commitments, universities have encountered new
challenges, which assume to maintain competitiveness and gain a competitive
advantage at national and international markets effectively managing risks along
the way.

Unlike other institutions, universities face other challenging risks that
involve the perception of the quality of an educational program, the attraction
and retention of students, the quality and upkeep of the academic and residential
infrastructure, the completion of capital projects and campaigns, among others
(Willson et al. 2010). As a result of the analysis of the professional literature it is
possible to target and identify some of the significant risks universities encounter
during their activities:
¢ dependency on tuition fees and state funding,
¢ lack of endowment funds and/or lack of endowment returns,
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¢ insufficient recruiting and targeting of both local and international students,

e management of university reputation and brand management of universities
and educational programs,

e campus safety,

¢ low student activism and engagement in decision-making processes,

¢ low operational efficiency,

e corruption practices of third-party vendors during the tender processes,

e accreditation and licensing of universities,

o facilities and asset management,

¢ long-term continuity and crisis management,

¢ talent management and high level of brain drain,

e cybersecurity and security management of student-related data,

e high rates of brain-drain, emigration and limiting state policies,

e increasing economic market requirements,

¢ market demand of highly competitive students,

¢ high level of state and local regulations that limits the university autonomies,

e decreasing percentage of research expenditures,

¢ fraudulent activities in the financial management processes,

¢ low level of external auditing practices at universities,

embracing the challenging future and no conceptual framework for the future

education and for future research outcome.

In addition to political, economic, social, and legislative risks universities
interfere also with the risks in the academic and educational environments. The
academic environment is a multicomponent concept that embeds a set of
constituents and factors that prepare students for future careers, hone their
competences and invest in their personal development opportunities, as well as it
boosts their social well-being. The educational environment can be
characterized as an important aspect that impacts the motivation and learning
outcomes of students (Lai et al. 2009: 1). It is possible to underline the
interconnection between academic and educational environments that secures
the effectiveness of the learning process, as well as determines the motivation
and psychological conditions of the students. It should be mentioned that
academic and educational environments suggest a range of risks to the
universities influenced by internal and external political, economic, legal, and
social factors characterized as academic risks.

Table 2. Definitions of academic risk.
Sources in Definitions/Characteristics
Chronological
Sequence
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Raanan (2009: | Academic risks incorporate research risks, teaching risks,
44) and quality risks.
Toma et al. | Academic risks involve the following:
(2014: 342) e the schooling capacity of the university (the true number
of students);
admission processes and procedures,
potential beneficiaries of academic services (high school
graduates);
the quality of academic study programs;
the strategy for acquiring their credentials and
authorizations, approvals, and monitoring of the
education programs and the administrative and support
departments that monitor the process, the approach to
research, development, and innovative academic
environment.
Ochoa (2015) The term “academic risk” is defined as the probability of a
student to reach an unfavorable outcome in their studies.
This unfavorable outcome could be as benign as the failure
to submit homework or as costly as dropping-out of a
program. As very little can be done once the unfavorable
outcome has been already reached, especially for the more
costly forms (e.g. failing a course or dropping-out), there is
a strong incentive to being able to estimate the academic
risk of the student, or what is equivalent, predict the
probability that the student will, without intervention, reach
the unfavorable outcome.

Academic risks are connected with the institution's academic activities.
They imply mainly research risks and teaching risks (Raanan 2009: 47). The
definitions of research risks are presented below:

Table 3. Definitions of research risks.

Sources in Definitions/characteristics
Chronological
Sequence
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Raanan (2009: | Research risks involve the following:

47) e low-quality research, that is often rejected by the
scientific community, or provides useless, meaningless
data;

e research that implies a research project that uses many
resources providing not equivalent result;
research that is detrimental to the environment;
hazardous research that puts people, equipment,
resources at risk.

Closely interconnected with academic risks, teaching risks involve the
following (Raanan 2009: 47):

e teachers, professors, lecturers with low qualifications, who are unable to
teach or to use innovative teaching methods;

e insufficient teaching resources, such as lack of teachers, professors,
lecturers, teaching assistants, or required teaching equipment,
infrastructures and resources;

e unfair or inadequate tests, which do not reveal the true knowledge of students
or are extremely difficult for them;

e students, who never or are highly not to complete their studies.

Academic risks can be referred both to risks that prevent the institution
from achieving its academic goals and to risks that interfere with the effective
implementation of academic processes of the institution risking its academic
reputation. Academic risks are interconnected with research risks that imply a
set of risks encountered by researchers during their research activity. Research
risks constitute different risks (Carter 2007), but not limited to such as:
policy/strategy, physical, financial, ethical, human- and animal-associated risks,
legal, commercial, staff-related, collaborative, public relations perception-related
risks, IT risks, among the main risks.

To manage the introduced risks, universities need a structured and
organized system that would assist them in achieving their goals. It should be
mentioned that universities cannot address all the present and emerging risks
with possible impact on their performance effectiveness, competitiveness, and
capability of competitive advantage, but they should be aware of the growing
number of threats and negative circumstances that have the potential to imply
further risks for universities. To effectively manage the risks they face,
universities need to develop and operate risk management frameworks as a
systematic and organized structure of risk management.

A risk management framework can be defined as a structure that aims to
assist the institution in making reasonable decisions and to ensure the basis for
assessing and monitoring the profiles of risks the institution faces. It secures a
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common understanding of risk and promotes a consistent approach towards

managing them (Global Partnership for Education 2019: 5). A risk management

framework is a group of elements that ensure basis and organizational activities
for developing, performing, monitoring, reviewing, and constantly improving risk
management processes at all levels of the institution (Government of South

Australia: 25). Based on these concepts, this article also present a definition of

risk management framework. Risk management framework embeds a set of

principles, standards, goals, responsibilities, functions, and policy that assists the
higher education institution to identify, assess, manage, monitor, and review the
risks that can hamper the implementation of the statutory and strategic goals of
the institution. Risk management framework provides a fundamental direction
and targeted guidance how to improve risk management practices and activities
within the university.

The concept of risk management framework is based on different
definitions by from diverse universities and educational areas:

e Carleton University (Carleton University 2009: 9) distinguishes the risk
management framework as a critical element of the corporate governance
accountabilities of the appropriate bodies and stakeholders of the university.
It is universal for all the structural subdivisions of the university, managed
and controlled by the bodies to ensure improvement of policies,
administrative practices, and internal controls, as well as secure the
continuous relevance, security, viability, compliance, and accountability of
everyday operations of the university.

e James Cook University of Australia (James Cook University 2020) describes a
risk management framework as a set of policies, risk management plans,
supporting policies that have a goal to preserve an effective, efficient, and
adapted document to manage the risks.

e The University of Sydney (The University of Sydney 2017: 4) establishes risk
management as a collection of documents required by the appropriate legal
grounds that ensure the basis and facilities to develop, implement, monitor,
review, and constantly enhance the risk management processes at the
university. Risk management framework can be comprised of one or more
documents including a university risk appetite and tolerance statement,
provisions that assist to recognize and evaluate risks, and those that help to
design risk treatment plans and prioritize them, provisions according to which
risks are reported, intensified and broadly communicated (The University of
Sydney 2017:6).

As a result of the analysis of internal legal documents of the universities it
is possible to present the following goals of the risk management framework. The
objectives of the risk management frameworks are to:
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e provide shared risk-management related terminology and guidance applying
to risk management;

delegate responsibilities of risk management to different levels;

recognize critical and relevant risks and opportunities in the activities,

processes, and strategy of the university;

increase the possibility of achieving the statutory and strategic risks;

assess the risk management processes and activities and ensure that they are

functioning effectively;
e ensure transparent communication between different stakeholders related to
risk and risk management;

create a culture of academic integrity and risk awareness;

promote proactive decision-making;

enhance operational efficiency and effectiveness.

Risk management framework functionality. The functionality of risk
management framework is accomplished through the interaction of different
components of the framework, as well as the implementation of strategic risk
management processes. The latter ones indicate the probability of the effective
realization of the institutional strategy and functions by different structural units,
the flexibility of organizational structure, the degree of the purposefulness of
resource allocation and use. The functionality of risk management frameworks is
guaranteed with the help of evaluation of key performance indicators and four
interrelated and sequential stages of strategic risk management mentioned
below:

1. planning risk management strategy;

2. implementing risk management strategy;

3. evaluating and monitoring risk management strategy;

4. reviewing and improving risk management strategy.

To ensure the effective operation of risk management framework universities
use diverse tools and mechanisms of risk management aiming to continuously
improve their activities.

It should be mentioned that in the context of the USA universities, the
concept of risk management framework can be defined as a risk management
policy and risk management program. Risk management policy is defined as a
statement that aims to secure a consistent approach to the risk management
processes at all levels at the university (The University of North Carolina at
Greensboro 2016). Risk management policy is characterized as a document the
aim of which is to illustrate fundamental components of all university policies; to
determine how university policies are formed, maintained, and published; and to
advance the systematic review of university policies. The policy should be
reviewed annually to assure that its exercises are appropriate and achieving their
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designed object (University of Arkansas at Little Rock 2019). A risk management
program is defined as a document that recognizes, evaluates, and addresses
risks that could induce harm or property loss, or that could prevent the capacity
of the university to meet its or reach its objectives (Washington State University
2020).

In the context of the external and internal changable environments and
new educational challenges, universities must adopt effective risk management
practices and integrate risk management into strategic management as an
integral part of it. To achieve this goal, universities need to develop a
comprehensive risk management framework, which should include risk
management policies, approaches, and mechanisms aiming to ensure effective
risk management. Universities need not only to develop a risk management
framework but also to ensure its functionality providing a consistent and systemic
approach to it. The functionality of the risk management framework, which is
achieved by a sequence of actions consisting of certain stages, is a premise of
effective risk management and overall strategic management of universities.
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UuudbL <NY<ULLhU3UL, UJdESLULU HUrUMES3UL - PNREMNRU
nhuutrr LUNUJYUCLUUL TrUtuuurh snrounuuuwdunive3ut
cNh/PR

<hduwpwnbp' npulbph  Gunwdwpmd, whunbdpwlwt  dhowywyp,
Yppwlwt dhowduwyn, whwnbdhwlwh npulibp, hGpwaqnipneiut nhulbp,
nhulliph Ywnwdwnpdwb ppowbiwly

Lbipphtu nu wpwwpht dhowywjpwipu gnpdnuutipnd b wuwnbuwlwl,
unghwwlwu nt Yppwywu Jhnnwdubpnyg wwydwuwynpwd' pnithbpp Yuphp
niubu npnbgptp unp Jdnunbgnuiubp W dowlybp unp pwnwpwlwungyeniy’
hpwywuwgubint  npwug  Jwunuwnpnigintuhg  plunn  tywwnwlubpu  nt
gnpdwnnypubpp U wwhwwubint  dpgniuwynyegniuut nu &bnp  pbph
dpgwlygwihtu wnwybnieniu: Leywd wpunwphtu nu ubppht dhowywjpwihu
gnpénuubpu  wnwowgnt] Gu  wuhpwdbownnieniu  huwnbigpbint  nhulytiph
Ywnwywpnuwp pnthtpp  nwquwjwpwywu, gnpdwnuwlwu U Yppwywu
gnpdpupwgubpnu®  pnthh uwwpnqulwuh  wpryniuwybunipjwu o
dpgnitwynypjwt Yypw  pwgwuwlwu  wgnbgnyejniup ujuwgbgubint
uywuwwyny: <nnywdh  uwywwwlu £ ubpyuwywgub]  pnithbph nhuybpp
Ywnwywpdwu onowuwyubipp' npwbu nhulybtiph Ywnwywpdwu
wnryniuwybnnipjwt Uwfuwnpjwi:

CAMBEN1 OBAHUCAH, CBETJIAHA KAPANETAH - O ®YHKUWOHAJIbHOCTU
$PPEMMBOPKOB YNPABJIEHNA PUCKAMU B YHUBEPCUTETAX

Knioyesbie cnosa: ynpasneHue puckamu, akademuyeckas cpeaa,
obpasosamenbHas cpedd, akademuyeckKue puCKU, ucciedosamesnbCcKue pucku,
ppelimsopk ynpasneHus puckamu

Bysam HeobxopuMmo npuMeHATb HOBble MOAXOAbl W pa3BuBaTb HOBYHO
NOAUTUKY ANA peanusauuy CBOMX YCTaBHbIX Leneil u pyHKumid, noppepmsatb
KOHKYPEHTOCMOCOOHOCTE M MOAYYUTb  KOHKYPEHTHOE MPEeUMYLLLeCTBO,  YTO
obycnosneHo cakTopamMmn BHYTpeHHeli W  BHellHeld cpeabl, a Takke
3KOHOMMYECKMMU, COUManbHbIMU U obpa3oBaTeNbHbIMU  TEHAEHUMAMM  DTH
chakTopbl BHELWHeld W BHYTPEHHE cpefbl NpUBENN K  HEOOXO[MMOCTM
VHTErpMpOBaTh YMpaBleHWe puUCkamu B CTpaTerMyeckue, onepaTuBHble WU
aKaJleMMyeckne MpOLLECChbl By3a C LENbl CHUMEHWA HEraTUBHOrO BAUAHWUA Ha
3(ppeKTUBHOCTb [EeATENbHOCTU U KOHKYpeHTocnocobHocTu. Llenb paHHoili ctatbu-
npenctaBuTb  (PpeiiMBOPK yrnpaBfieHWA puUCKaMKM B KOHTEHTE BY30B Kak
npennocbuiky 3PEKTUBHOCTM yNpaBieHNA pUCKaMM.
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